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Aer Arann  

Executive Summary 

Aer Arann operated its first commercial flight in 1970 as a service to provide 1000 islanders 

from Inis Mór air transport to main land Ireland at an affordable price. Today the 

organization can boast a fleet size of 17 aircrafts that serve 25 destinations in Ireland, the UK 

and France. Section 1 of this report identifies potential threats that may have an impact on the 

reputation and operations of Aer Arann, focusing on the threat of cyber attacks. Section 2 

identifies Aer Arann‟s most critical e-commerce systems as their reservation systems and e-

CRM systems. Section 3 of this report focuses on the implications of system failures, 

referring to their previous and current financial difficulties and standings, and the dependence 

on online sales revenue and the importance of systems backup and restoration for the airliner. 

The final section discusses recommended approaches towards e-commerce risk, with a 

particular emphasis on Business Continuity Management.  

Introduction 

Aer Arann, as an Airline face many risks. The use of the Internet has been beneficial to the 

company and constitutes the company‟s main distribution channel. However, it has also 

significantly increased the company‟s vulnerability to various information security issues. 

 

Likely threats to the continued operation of the company 

Terrorism and natural attacks are not the only threats airlines are subject to in today‟s market. 

Aer Arann for example is subject to numerous possible threats that could hinder or cripple 

their operation. Just as terrorist attacks or engine failures represent risk to continuing 

operations, so too do cyber threats. Information attacks may be attacked by numerous 

sources. Aer Arann‟s operations and reputation are on the line if a cyber attack on their 

information system is successful.  

Cyber attacks have been identified as the second largest threat to airlines today. Barwick 

(2011) states that cyber attacks came second only to natural disasters as risks to airlines. 

Cyber warfare and hackers are evolving faster than the technology designed to stop them 



breaking into information systems. Stuxnet for example, described as “cyber-missile” 

highlights the possibilities of cyber warfare. The Stuxnet worm managed to infiltrate a 

nuclear reactor in Iran and infect the industrial control system (The Economist, 2010). I use 

the Stuxnet case study as an example because if software exists that can break into a nuclear 

reactor then the same software could potentially be used to break into Aer Arann‟s or their 

credit card processing companies system and steal customers details, such as credit card 

information, company strategy information and company financial details, and thus be a tool 

to fraud Aer Arann and their customers, which in turn will have a negative impact on 

customers trust for Aer Arann and in turn cost the company enormously. 

External threats such as cyber attacks and natural disasters are not the only threats that may 

affect the continued operation of the company. Aer Arann employs 370 people and plans to 

extend its workforce by 50 additional staff by the end of 2011 (RTÉ, 2011). Employees are a 

real risk to any company‟s IT security; according to a Merrill Lynch Security Software chief 

information security office survey, taken in 2007, 56% of CISOs noted employee misuse 

corporate data as the most serious IT challenge. “Since the very first IT survey on cyber-

attacks, one fact has remained almost constant; a greater percentage of attacks come from the 

inside” (Lynch, 2005 pp2) 

 

Potential exposures and their associated probabilities 

The September 2010, an Iranian nuclear plant, as previously mentioned, stated that computers 

at its Bushehr nuclear plant had been affected by the 'Stuxnet' worm virus.  Stuxnet was 

similar to a DDOS (distributed denial of service) cyber attack, an internet attack where 

websites are flooded with more requests than they could respond to. This essentially 

paralyses the website in question. DDOS attacks are carried out using 'botnets', which are 

networks of computers that have been hijacked by remote users, often even without the 

knowledge of their owners. Aer Arran is an aviation company that uses e-commerce as the 

medium to sell seats on their planes, and a credit card processing company to process online 

sales. Aer Arran therefore exposes itself to DDOS attacks as Aer Arran needs to sell their 

seats by utilising credit card processing. Aer Arran use CFO services to alleviate the need for 

in-house payment applications and infrastructure. CFO Services are at risk of being a victim 

of a DDOS attack the same way any credit card processing company is, and in turn CFO 



services risk is transferred to Aer Arann. In 2004 Credit card processing firm Authorize.Net 

was the target of a large scale DDOS attack that resulted in periodic disruptions of service for 

some customers. Authorize.Net was the subject of a massive DDOS attack that targeted the 

company's payment gateway service and resulted in periods of disturbances for 

customers. The company was held ransom by the cyber criminals who demanded large 

amounts of money. These attacks have an impact on a company‟s reputation and the 

disturbances to online operations cost the company‟s money as customers are unable to place 

through their transactions (Vanegas, 2011). 

 

 

Critical e-Commerce Systems 

Risk management is a systems-based approach that focuses on the identification of hazards 

involved in each aspect of the airline operations, whether it involves aircraft flight operations, 

cockpit procedures, aircraft maintenance, ticketing and scheduling (Flouris & Yilmaz 2009). 

This statement directly highlights the most critical e-commerce systems of an airline 

company such as Aer Arann. The company holds great responsibilities to their customers in 

areas like passenger safety, luggage security, personal detail confidentiality and customer 

service.  

In order to deal with this responsibility, the airlines operation systems must be in perfect 

working order. We have identified Aer Arann‟s most critical systems to be the following: 

 Reservation systems 

 Web site databases 

The impact of failed operations of these systems will be discussed in more detail later in the 

report. 

 

Reservation systems: 

For Aer Arann, one of their most critical business systems is the reservation platform. The 

operation of this system has been a hot topic in the aviation industry in recent times. 

Questions have been raised about whether the IT infrastructure in place can perform 

effectively and deal with security threats. For example, Cathay Pacific Airways, a small 

airline company moved into a next generation solutions based on the industry‟s latest 

technology for their reservation systems (Flight Global 2008). 



 

More and more airlines are moving away from the legacy platforms to the new generation 

technology as the threats to systems becoming more and more severe. In 2003, Aer Arann 

invested €8 million in their online reservation system (Silicon Republic 2003). The system 

they now use is The Navitaire Open Skies system, which is a “pioneer in implementing 

information technology and business process solutions that enables substantial profitability 

gains for its customers” (Microsoft 2006).  

 

This system is adopted by more than 40 airlines worldwide, including Ryanair, Virgin 

Express and Air Asia. 

Since Aer Arann moved into the online model, their online sales now account for 95% 

(2010). This stresses the importance of this system to Aer Arann, as it stores information on: 

- Customer details 

- Security information 

- Flight information 

However, as we will see in the later sections, this system also has its faults. 

 

Web Site & Server Database: 

From the customer‟s perspective when booking online, the questions may arise:  

- How can they be sure that the Web server is owned by Aer Arann?  

- How do they know that the pages do not contain any malicious code or content? 

- How do they know that Aer Arann will not distribute information to some other 

parties? 

(Greene, D., 2011) 

The critical importance of backing up the web servers databases in the case of a disaster is 

something we have identified and will be discussed later on. 

 

Impact of System Failures 

A system operational breakdown in any organisation causes hazardous rippling effects but for 

the essential systems of an airline such as Aer Arann to shut down as a result of computer 

hacking, power outages or telecommunication failures would be detrimental.  We have 

identified airline industry examples of critical systems failing. For example, since 2005, 

hackers have broken into the systems of the US Federal Aviation Administration (FAA). 



Personally identifiable information, such as social security numbers, on 48,000 current and 

former FAA employees were accessed.  

 

In 2006, hackers took control of the FAA critical network servers and spread a virus, forcing 

the FAA to shut down a portion of its systems in Alaska (CNet, 2009). The hackers then stole 

administrator passwords, leading to them installing malicious codes (viruses: tracking 

software), giving them access to over 40,000 FAA user IDs, passwords, and other data. 

This raises the question, how could Aer Arann deal with such a threat? The importance of 

backing up these systems will be highlighted in the later sections of this report. 

If a virus were to spread through their systems, there would be long lasting effects with 

possible air disasters and substantial loss in customers and revenue. This stresses the 

importance of having the most efficient and tightly secured operating systems in place.  

 

Also, if the reservation systems were to crash, this could result in major problems. In 2010, 

the Navitaire Open Skies Systems being utilised by Virgin Blue airlines shut down twice in 

the space of three months, which led to widespread delays and customer loss (Tnooz 2010). 

As Aer Arann is using these same systems, similar effects would occur. The potential impact 

of a reservation system crash would be: 

 Loss of critical passenger information 

 Loss of customers 

 Loss of vital airline information: employee details, security, documents 

 Revenue deficits 

 

If news got published in the media about systems vulnerabilities within Aer Arann, it could 

become a cause for targeting by international hackers and fraudsters, with key personal 

information, like those accessed within the FAA, becoming exposed.  

 

In January 2010, Aer Arann and Aer Lingus announced that an agreement had been reached 

to establish a franchise arrangement between the two airlines. Under this franchise agreement 

Aer Arann operates twelve routes from Dublin and Cork which include current Aer Lingus 

and Aer Arann routes as well as three new routes (Aer Arann, 2010). This co-operative 

agreement with Aer Lingus is one example of the collaborative nature of the airline industry. 

Aer Arann also has a partnership agreement with Etihad Airways as well as various aircraft 



servicing and fuel companies and contracts with Airport Authorities throughout Ireland, the 

UK and France. The complex supply chain involved in even a relatively small airline like Aer 

Arann emphasises the necessity for efficiency and reliability. Should Aer Arann develop a 

reputation for poor quality, security or unreliable systems the likes of Aer Lingus could 

consider these issues to be negative to their brand and will most likely end the partnership. 

 

 

Survival in the Event of a Disaster 

Both Aer Arann and the aviation industry in general are in constant pursuit of cost 

competitiveness. Online Booking systems provide the airline with a direct route to market at 

a minimal cost both directly through the airlines‟ online interface and online travel agents 

such as Ebookers (ebookers.com). In the developing world, airlines have already achieved 

high percentages of online sales with up to 96% of tickets purchased online (Chiang-Nan, et 

al., 2009) and Aer Arann are no different. The airlines‟ huge reliance on this single sales 

channel justifies the investment in quality systems, security and maintenance procedures.  

 

In August 2010 Aer Arann officially entered examinership after posting losses of €18.5 

million over a two and half year period (Edwards, 2010). Fortunately, in November the 

company managed to exit examinership after reaching an agreement with the Revenue 

through the High Court (Mulligan, 2010).  

 

Secondly, Aer Arann has experienced aggressive competition from Ryanair over the years. 

Most recently, Ryanair has forced Aer Arann to cancel three PSO subsidised routes through 

persistent campaigning (RTE News, 2011). Considering Aer Arann‟s recent financial 

difficulties and competition from Ryanair, it is safe to assume that it is incapable of taking 

any more blows to its operations. Therefore, should Aer Arann experience difficulties with 

their online reservation systems, databases and servers, Ryanair can be guaranteed to attempt 

to take advantage. Lastly, Aer Arann‟s financial fragility means that it is unable to absorb any 

blow to their sales system and a malfunction would almost certainly disable their ability to 

operate in a short space of time. 

 

 

System Backup and Restoration in the Event of a Disaster 



Businesses operating an Electronic Commerce model are no different to others when it comes 

to natural or man-made disasters. Both require effective contingency planning in order to deal 

with the unexpected. Comprehensive Recovery Capability Plan and Disaster Recovery Plan 

are essential to ensure the business does not perish from such an event. “A key element of a 

successful disaster recovery system is the ability to quickly restore business operations” 

(Dorizas 2011, p.36).  

Preimesberger (2008, p.34) quotes Lew Smith, Product Manager of Virtualization Solutions 

for Interphase Systems. "It was an excellent lesson for businesses to learn, because they 

really can't be compliant unless they have a Disaster Recovery System thats repeatable, 

recoverable and reportable,” referring to the Disaster Recovery realisations following the 

September 11, 2001, terrorism attacks. Considering Aer Arann‟s core sales operation occurs 

online it is most important for Aer Arann to restore its online booking system in the event of 

a disaster. 

 “Businesses collecting data from customers and prospects through the Web need very 

reliable backup solutions” (The Secured Lender 2006, p.148). An acid test for a backup plan 

can be conducted and indicates whether there are means to restore a website to a fully 

operational condition within one hour following a server crash. Websites that interact with 

visitors and constantly write new information to databases cannot rely on simply keeping 

spare copies of files as those files quickly become outdated. Websites that collect large 

amounts of orders and client information on a daily basis require daily backups as a minimum 

requirement (The Secured Lender, 2006). 

An Electronic Commerce focused business relies heavily on its Customer Relationship 

Management Databases. Aer Arann engages in online marketing practices such as company 

newsletters and notification of special offers etc. Therefore, Aer Arann holds customer details 

such as e-mail addresses and other contact information. Personally Identifiable Information 

(PII) is both valuable to Aer Arann and to fraudsters. “Section 2(1) (c) of the Data Protection 

Acts, provides that a data controller shall not further process personal data (which includes 

disclosure to a third party), except in ways that are compatible with the purpose for which the 

data were obtained” (Data Protection Commissioner, 2011). This highlights Aer Arann‟s risk 

of prosecution and the importance to backup and restore all customer information, 

particularly PII. 

Recommendations on Management of the Risk 



Risk management related to information security is the process of assessing risk, taking 

steps to reduce risk to an acceptable level, and maintaining that level of risk. 

Airlines are faced with a vast array of risks. Fig1 below is taken from an article entitled 

“Is Airline Industry Risk Unmanageable?” and highlights the extent of risk management 

within an Airline such as Aer Arann. As such, they should utilize Enterprise Risk 

Management. This would allow Aer Arann the use of a comprehensive and integrated 

system to manage the company-wide risks, which represent the biggest threats. Within 

this would be a dedicated approach to e-commerce risk management, including 

protecting against hackers, viruses, and interception of credit card numbers. For more 

complete list of e-commerce risk (see Appendices.) 

Fig1.) 

 

The dependency on “online sales” has been documented as has been the associated 

vulnerability towards security threats e.g. denial-of-service attacks, vandalism and 

information theft. 

 

A KPMG commissioned report entitled “E-Commerce and Cyber Crime” discussed how 

“Intruders “case” their targets just as other criminals do” and look for exploitable weaknesses 

in websites to gain illegal access.  It then highlights some steps which can be taken to protect 

against some common risks. See Appendices. 



Furthermore, the report puts forward a holistic strategy (Fig 2) for cyber defence which could 

be administered by Aer Arann. 

 

 

Fig 2.) 

 

Whilst discussing the wider subject of managing risk in IT projects, Standards Australia, 

(1999) propose the following process: 

Fig 3.) 

 



Cyber attacks have been highlighted as the most likely threat to Aer Arann‟s data and internal 

operations. We propose Aer Arann consider outsourcing such activities to a specialist 

organization. For example, IBM could install firewalls, virus protection, data backup, 

authentication services and VPNs to bolster security. Not only would such a contract 

facilitate continuous operations, it would also aid in disaster recovery. Commercial recovery 

sites (whether Hot, Cold or Porta-sites) would allow Aer Arann the use of a data centre and 

office space during states of emergency. 

It is true however, that no amount of security risk assessment can prevent all breaches. 

Hence, management may also consider the viability of purchasing a cyber-risk insurance 

policy to better protect against associated financial losses associated. 

 

Business Continuity Plan Starting Point 

Aer Arann, as mentioned, is highly reliant upon their website. They boast an extensive 

automated e-commerce platform, which serves and supports the public 24 x 7 x 365. As such, 

even a slight breakdown in providing continuity and responsiveness could result in 

catastrophic effects. The potential cost of lost/compromised or even interrupted access to e-

commerce data, could be seen in a mishap in Aer Arann‟s functional ability, negative 

reputational cues and possibly legal/government regulatory ramifications. Tangible effects 

could be seen in revenue loss as well as intangible effects such as customer dissatisfaction. It 

is difficult to project a financial figure which could represent potential losses to inadequate 

business continuity planning. However, the ability of Aer Arann to remain operational during 

periods of disruption could ultimately set their company apart from other Airlines. As such, 

exceptional BCP must not only be viewed as an imperative, but an exciting opportunity to 

gain sustainable competitive advantage over Industry counterparts.  

BCP constitutes then, a set of plans which can assist Aer Arann in the restoration of business 

operations whilst experiencing difficult or disruptive circumstances. The critical importance 

of www.AerArann.ie means the company are constantly facing significant risk.  See below a 

visual representation of typical ingredients of a Business Continuity Plan. 

Fig 4.) 

http://www.aerarann.ie/


 

Upon developing a comprehensive BCP, we would seek certain prerequisites. Dedicated top 

management support is important. Especially in light of the Airlines recent receivership 

status, Management may be preoccupied with reactive day to day management of Aer 

Arann‟s operations. It may be assumed, especially since the “911” terrorist attacks, that the 

merits of BCM are non contentious in an Aer Arann boardroom. The Airline operates in a 

high-risk, dynamic environment. However, with management concerned with immediate 

problems, a challenge is to achieve wide spread buy-in for this, such a high maintenance 

proposition.  

Furthermore, although the significance of e-commerce related risk is indisputable, it 

represents an element of the broader realm of business continuity. It is important to take an 

integrated approach, Aer Arann should encourage inputs across their organisation, with 

particular emphasis on mission critical departments e.g. Check in and Baggage Handling 

staff. It is important to note that, even upon the fruition of an Aer Arann BCP document; this 

must be constantly tested, refined and managed. As such, excellent plans are ones which are 

constantly evolving.  

BCM is an essential strategic management tool within all Airlines. Due in parts to the 

sensitive nature of their ingredients, specific details are difficult to come by. We have thus 

outlined below; a five phase approach that Aer Arann could use, either to aid in an 

implementation, or to scrutinize their current approach to BCP. 

Fig 5.) 



 

Conclusion 

Risk Management, particularly information security risk is a very real and timely threat to 

Aer Arann. As such, Management at Aer Arann must actively defend their key assets from 

electronic crimes. They should set out a program of training and cyber defence preparedness. 

Furthermore, a thoroughly investigated plan which targets response protocol should an 

intrusion occur, must be developed and managed. Should Aer Arann successfully implement 

such programs, they may realise real Industry sustainable and strategic advantages. 
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Appendices 

Appendix 1.) 

E-Commerce Risks as seen by 

(http://www.muhlenberg.edu/depts/abe/business/miller/ecrisks.html) highlights the main risks 

associated with e-commerce concern hackers, viruses, and interception of credit card 

numbers. They further list e-commerce risks as follows: 
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http://smallbusiness.foxbusiness.com/technology-web/2011/01/26/business-attacked/
http://www.computerworld.com/s/article/96099/Update_Credit_card_firm_hit_by_DDoS_attack
http://www.computerworld.com/s/article/96099/Update_Credit_card_firm_hit_by_DDoS_attack
http://www.muhlenberg.edu/depts/abe/business/miller/ecrisks.html


 

Appendix 2.) 

The below shows the data provided by the Fibre Channel Industry Association (Oct 2003.) It 

represents the cost of IT outage and estimates the associated losses for hourly downtime 

across various Industries, including “Airline Reservations.” Note: figures taken in 2003 and 

as such may not accurately represent current downtime costs. 

 

Appendix 3.) 



Potential Cyber Criminals will look for exploitable weaknesses. The KPMG commissioned 

report entitled “E-Commerce and Cyber Crime” highlights some practical means of 

mitigating/protecting against those whom try and gain illegal access. 

 

 

 


